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CSC attendees are examining a number of issues to help increase conceptual understanding of
cyber related to C2, manpower, and doctrine.

The cultural parameters helping to define leadership in cyberspace shapes the generational study
of Josh Mayoral’s, “World’s Apart: US Decision Makers and the Generation Gap in
Cyberspace.”

Population shifts generating national security concerns become the focus of two studies looking
at the impact of the megacity on cyber, and vice versa, in Joe Farina’s, “Cyberspace in the
Megacity: Thickening the Fog of War?,” and Colin Relihan’s (DIA), “Ending Virtual Resistance
Networks in the Megacity.” Their analysis reflects the Advanced Studies Program’s cyber
dimension.

How cyber impacts command and control is evaluated in three studies: John Hooks’, “Command
and Control in Korea: Satellite Communications in a Degraded Cyber Environment,” Atiim
Phillips’, “USCYBERCOM’s Lack of COCOM Authority: Examining C2 Structure within the
DODIN,” Kevin Yost’s, “Cyber and the C2 Crisis: Increasing Vulnerabilities in Modern
Warfare.”

Cyber as a standalone conflict is debated in analysis offered by Joe Farina’s forthcoming article
submission suggesting Russia’s effort to do just this, “The Russo-Georgian War of 2008 as a
Standalone Cyber Conflict,” and a master’s paper discrediting the idea of war only in the cyber
domain, a conceit of past air theorists, as presented by Jennifer Kukla in, “Cyber and the Myth of
the Bloodless Battlefield: The Cyber Domain Supporting a Combined Arms Fight.”

Cyber and its possible ability to change longstanding policy frameworks is considered in Brian
Quinn’s, “Great Power Conflict in the Cyber Age: Cyber Diplomacy and Averting the
Thucydides Trap,” and Steven Skipper’s, “Cyber Threats and DIME: Past, Present, and Future.”

Paul Keener’s work examining manpower issues in terms of WO training, “Professionalizing the
Cyber Force: Changing the Restricted Officer Training Paradigm,” asks the DOD to look within
itself to generate more capable personnel who can conduct better network security.

Completion dates are early May. Students would welcome the chance to discuss the ongoing
work with MARFORCYBER.
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